it TORRANCE MEMORIAL
d4L3  MEDICAL CENTER

CONFIDENTIALITY AGREEMENT
INFORMATION AND COMPUTER USAGE

Torrance Memorial Medical Center (“Torrance Memorial”) has a legal and ethical
responsibility to safeguard the privacy of all patients and to protect the confidentiality
of their Protected Health Information (“PHI”). Additionally, Torrance Memorial must
assure the confidentiality of its human resources, payroll, fiscal, research, computer
systems, and management information.

In the course of my employment/assignment at Torrance Memorial, | will come into
possession of confidential information. My personal access codes [‘USER ID(s)” and
‘PASSWORD(s)”] used to access computer systems are also an integral aspect of
this confidential information. Therefore, all persons who are authorized to access
data and resources, both through hospital-wide information systems and through
individual department’s local area networks and databases, must read and comply
with the policies related to protection of PHI.

INFORMATION USAGE REQUIREMENTS:
By signing this document, | understand the following:

1. | agree not to obtain, research, disclose, or discuss any PHI with others,
including friends or family, who do not have a need-to-know.

2. | agree not to discuss PHI where others can overhear the conversation, e.g. in
hallways, on elevators, in the cafeterias, on the shuttle buses, on public
transportation, at restaurants, at social events. It is not acceptable to discuss
clinical information in public areas even if a patient’s name is not used. This can
raise doubts with patients and visitors about our respect for their privacy.

3. | agree not to access any PHI other than what is required to do my job, even if
| don’t tell anyone else this information.

4. | agree not to make any PHI inquiries for other personnel who do not have
proper authority.

5. lunderstand that my obligations under this agreement will continue after
termination of my employment.

6. lagree that | have no right or ownership interest in any confidential information.

7. | agree that at all times during my employment/ assignment or service; | will
safeguard and retain the confidentiality of all confidential information.
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Confidentiality Agreement

8. lagree that | will be responsible for misuse or wrongful disclosure of confidential
information and for failure to safeguard PHI.

9. | agree not to disclose or discuss any human resources, payroll, and fiscal or
management information about employees, patients, or others with anyone
(including friends or family) who does not have a need to know. | understand
that | may disclose my own personal information as | see fit.

10. | agree not to copy, disclose, discuss, email, text or post any information or
photographs regarding patients that | obtained on the job, on social networking
sites such as Facebook, Twitter, Instagram, Snap-Chat, You-Tube etc.

11. | agree not to copy, disclose, discuss, email, text or post any information or
photographs regarding patients that | obtained on the job, on my personal
electronic devices such as cellular telephone, laptop, computer, or I-pad, etc.

12. | understand if | make a reference to a diagnosis or other medical terminology
or divulge other characteristics and details abouta patient, even if the patient’s
name is not used or share about my patient-care experience, it can stillidentify
the patient. This can raise doubts with patients and visitors about our respect
for their privacy and our compliance with state and federal privacy regulations.

13. | understand | will be in violation of our hospital privacy policies and state and
federal regulations for posting, texting or emailing any patient information or
patient-care experience on social networking sites such as Facebook, Twitter,
Instagram, Snap-Chat, You-Tube etc.

14. For employees only: | understand that | will be subject to corrective action, up
to and including termination, under the existing policy “Corrective Action” and
“Investigation, Reporting and Corrective Action for Security/Privacy Incidents of
PHI” for violations.

15. | understand that | may be personally liable under state and federal regulation
for penalties, fines, jail time and judgments and/or any compensatory damages
awarded as a result of a lawsuit.

16. | understand that if | hold any licensing by the state, | can be reported to that
governing licensing board for patient confidentiality breach violations.

COMPUTER USAGE REQUIREMENTS:

Torrance Memorial provides computers, computer files, software, email, voicemail,
and Internet access to employees for business use. Employees are assigned a
username and password which is a unique identification of the employee and that
employee’s computer systems accounts. Employees must use their assigned
username and password to access the Torrance Memorial wireless network with
their own devices, or a company issued (to an individual) device and must comply
with any and all Torrance Memorial mobile device policies.
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Confidentiality Agreement

The email and telephony systems and services used at Torrance Memorial are
owned by the company and are therefore its property. This gives Torrance
Memorial the right to monitor, access, retrieve, uninstall, and/or delete any and all
documents, email, unauthorized software, or voicemail traffic passing through the
Torrance Memorial network or resources. This monitoring may include, but is not
limited to, inadvertent access by IT staff during the normal course of managing our
systems, review by the legal team during the discovery phase of litigation,
observation by management in cases of suspected abuse or to monitor employee
efficiency. In addition, archival and backup copies of messages may exist, despite
end-user deletion, in compliance with Torrance Memorial’s records retention policy.

Torrance Memorial may monitor any Internet activity occurring on Torrance
Memorial equipment or accounts. Torrance Memorial utilizes filtering software to
limit access to sites on the Internet. If Torrance Memorial discovers activities which
do not comply with applicable law, hospital or departmental policy, records
retrieved may be used to document the wrongful content or inappropriate usage in
accordance with due process / policy.

REMOTE ACCESS:

The access to any Torrance Memorial or THA computing resource on the Torrance
Memorial or THA network at any Torrance Memorial or THA location over the
internet is subject to all the terms and conditions in the Confidentiality and Remote
Access agreements. All access is audited, monitored, and subject to prosecution
for any unauthorized access or misuse. Such access to computing resources
includes, but is not limited to, e-mail, time & attendance, scheduling, clinical,
financial, and administrative systems.

By agreeing to the Confidentiality Agreement, | am also agreeing to the terms and
conditions of the Remote Access Agreement as described under Section 2,
Obligations of Remote Users, and its subsequent sections. In addition, | will be
required to review and electronically sign this agreement annually when | take my
annual Safety and Competency tests. The Remote Access Agreement is available
to print and view online under Converge Point

By signing this document, | understand | will:

1. Respect the privacy and rules governing the use of any information accessible
through the computer system or network and only utilize information necessary
for performance of my job.

2. Respect the ownership of the hospital’s software, For example, | should not
make unauthorized copies of such software for my own use, even when the
software is not physically protected against copying.

3. Respect the capability of the systems and limit my own use so as not to interfere
unreasonably with the activity of other users.
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4. Respect the procedures established to manage the use of the system.

5.  Prevent unauthorized use of any information in files maintained, stored, or
processed by Torrance Memorial Medical Center.

6. Not seek personal benefit or permit others to benefit personally by PHI or use
of equipment available through my work assignment.

7.  Not operate any non-licensed or unauthorized software on any computer
provided by Torrance Memorial Medical Center.

8. Not knowingly include or cause to be included in any record or report, a false,
inaccurate, or misleading entry.

9. Not remove any PHI, financial information or other sensitive information from
the office or location where it is kept unless specifically required to do so in
accordance with my job duties in strict compliance with departmental policy. |
understand | am personally responsible to safeguard and protect this
information. | understand the removal of PHI from the premises is strictly
prohibited unless required by my job and in compliance with policy.

10. Notify my supervisor, the Information Security Officer, or Human Resources
upon learning of violations of this agreement, for example if | detect that
someone has accessed my files.

11. Notify my supervisor, the Information Security Officer, or the Service Desk upon
suspecting that my user credentials, email, computer systems, application, or
any Torrance Memorial device has been compromised by a bad actor (hacker).

12. Notify my supervisor, the Information Security Officer, or the Service desk if |
suspect | have been the victim of social engineering, or phishing through phone,
email, or text message.

13. Understand that the information accessed through all Torrance Memorial
information systems contains sensitive and confidential patient care, business,
financial and hospital employee information that should only be disclosed to
those authorized to receive it.

14. Not release my password to anyone else, or allow anyone else to access or
alter information under my identity.

15. Not leave any open sessions unattended and not leave a workstation without
locking it or logging off.

16. Not utilize anyone else’s username and/or password in order to access any
Torrance Memorial system.

17. Respect the confidentiality of any reports printed from any information system
containing patient or employee information and handle, store and dispose of
these reports appropriately in the confidential destruction bins.

18. Not access my personal email from Torrance Memorial devices.
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19.

20.

21.

22,

23.
24,

4/1/03

Not bypass or disable any security features or security software installed and
enabled on any Torrance Memorial computer, phone, tablet, or other electronic
device.

Understand that all access to the system will be monitored.
Understand that Torrance Memorial will monitor email, voicemail, Internet

activity, and any computer files.

Not use email or voicemail to solicit other employees for any non-work-related
reason.
Not use Torrance Memorial's systems for non-work related purposes.

Understand that my obligations under this Agreement will continue after
termination of my employment, assignment or service. | understand that my

privileges hereunder are subject to periodic review, revision, and if appropriate,
renewal or revocation.

| understand that violation of this agreement may result in corrective action,
up to and including termination or revocation of assignment or privileges and
legal liability.
| understand that in order for any “USER ID” to be issued to me, this form
must be completed.

Those who cannot accept these standards of behavior may be denied access
to the relevant computer systems and networks.

| agree to abide by the following:

“Uses and Disclosures of PHI — General Rules”
“Confidentiality of PHI”

“Authorization for Use or Disclosure of PHI”
“Acceptable Use Policy”

“PHI Access Controls and Minimum Necessary”
“Release of Patient Condition and Location”
“Complaint Handling Under HIPAA”

“Corrective Action Process for Security Incident of PHI”
“Copying and Faxing of PHI”

“Confidentiality of Patient Information”
“Corrective Action”

Admin “Adverse Event”

“Fax Cover Sheet — Hospital — Hospital”

“Fax Cover Sheet — Home Health/Hospice”
“Authorization for Use or Disclosure of PHI”
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“Security Incident of PHI Reporting Form”

“Remote Access Agreement”

California Law Senate Bill 541 and Assembly Bill 211
HITECH regulations

Signature of Employee/ Student/Volunteer/Registry/Traveler Staff/Contractor Date

Print Name

Name of Company, if not Torrance Memorial Medical Center:

To Be Filed with:

] Human Resources

] Department for students, registry, travelers and contractors

. Volunteer Office for volunteers.
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